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February 2025
Newsletter

ANNOUNCEMENT!

We are excited to share that the Brunei Cyber
Security Association (BCSA) has moved to a new

official website!

Please update your bookmarks and visit our
website for the latest updates and events!
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Cyber Security Brunei (CSB)
participated in the first-ever
Brunei Petroleum Technology
Exhibition and Conference
(PTEC) 2025 from 10th to 13th
February. Themed "Innovation
for Efficiency and Sustainability
in the Hydrocarbon Industry,"
the event gathered key energy
sector stakeholders. CSB
showcased its services and
raised awareness of the
Cybersecurity Act (CSA) and
the Code of Practice,
emphasizing their relevance to
the energy sector. 

Yang Berhormat Pehin Datu
Lailaraja Major General (R) Dato
Paduka Seri Awang Haji Halbi bin
Haji Mohd Yussof, Minister at
the Prime Minister’s Office and
Minister of Defence II, visited
CSB's booth as the Guest of
Honour. The booth received
positive feedback, reflecting the
sector’s commitment to
cybersecurity. CSB remains
dedicated to strengthening
cybersecurity frameworks and
safeguarding Brunei’s critical
infrastructure. For more
information regarding the
Cybersecurity Act, please visit
csb.gov.bn

@bcsa.bnpksbrunei@gmail.com +673 8382272www.bcsa.bn

Brunei Petroleum Technology
Exhibition and Conference
(PTEC) 2025

http://www.csb.gov.bn/
https://www.instagram.com/bcsa.bn?igsh=MTh2MDlxYmtkMmJrdA==
https://www.bcsa.bn/


@bcsa.bnpksbrunei@gmail.com +673 8382272www.bcsa.bn

The ASEAN-Japan Cybersecurity
Community Alliance (AJCCA)
held its first board meeting of
2025 on 18th February in
Vientiane, Laos, to review past
achievements and set the
agenda for the year. A key
outcome was the launch of the
Threat Intelligence Sharing
Working Group (TIS WG), which
includes five ASEAN
cybersecurity associations,
including Brunei Cybersecurity
Association (BCSA). The group
aims to enhance regional
cybersecurity by facilitating
structured threat intelligence
sharing and developing a joint
platform for intelligence
exchange and analysis.

AJCCA hosted its first Cyber
Threat Intelligence Workshop,
uniting ASEAN and Japan
cybersecurity experts,
government representatives, and
national agencies. Speakers
shared insights on threat
intelligence, data leaks, and
cybersecurity strategies. A panel
discussion emphasized
collaboration, trust-building, and
standardized frameworks,
addressing challenges like data
sensitivity and legal barriers.
Participants stressed academia’s
role and pilot projects to
enhance regional cybersecurity
resilience.

AJCCA Board Meeting and
Workshop
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Session #4 

(Meetup - 26 February 2025):
The session was held at BIL again
and the theme centered around
OSINT. Fauzan delivered a quick
talk on OSINT Fundamentals,
then followed by a OSINT in
Practice (Workshop) by Rahman.
The event ended with a mini
Capture the Flag that allowed
participants to put what they
learnt into practice.

The Cyber673 sessions in February covered a range of cybersecurity
topics, blending theoretical knowledge with practical, hands-on
experience.

Cyber673 Session #3 and #4

Session #3 

(Virtual - February 12, 2025):
This virtual session featured a
talk by Izdihar on
reconnaissance using Nmap,
followed by a practical
workshop involving a mini-CTF
to reinforce the recon concepts
learned.
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On 27 February 2025, Dynamik
Technologies, in collaboration
with Fortinet and Pacific Tech,
hosted an event focused on
strengthening cybersecurity
resilience, with the support of
the Brunei Cybersecurity
Association (BCSA). The event
addressed the growing
challenges posed by AI, hybrid
work, and digital infrastructure,
emphasizing the need for
integrated, AI-powered
cybersecurity solutions to
tackle these evolving risks. Over
50 digital and cybersecurity
professionals attended the
event, held at the J Hotel, where
experts highlighted the
importance of connected
security systems in
safeguarding digital assets in an
increasingly complex threat
landscape.

Dynamik - Fortinet End User
Engagement 2025: Enhancing
Cybersecurity Resilience

The event featured a fireside
chat moderated by a Senior
Network Engineer at Dynamik
Technologies, with Mohamad
Azad Zaki bin Haji Mohd Tahir,
President of BCSA, alongside
other industry experts. The
discussion explored Brunei's
cybersecurity challenges, such
as tool integration, scalability,
cost, and vendor management.
The session emphasized the
importance of collaboration in
addressing cybersecurity
threats, while the presentation
highlighted the latest trends,
innovative solutions, and the
necessity of AI-powered
security platforms. With
ongoing support from BCSA,
Dynamik Technologies remains
dedicated to strengthening
cybersecurity strategies and
safeguarding digital assets in
Brunei.
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The Brunei Cybersecurity
Association (BCSA) held its
First Annual General Meeting
(AGM) 2025 on 27 February at
Wafa Hotel, Annajat Complex,
marking a significant milestone
for the organization. During the
event, members cast their votes
to elect the Executive
Committee from the nominated
candidates, shaping the
leadership and direction of
BCSA for the 2025/2026 term. In
addition to the election, the
AGM included a review of the
financial report, providing
members with transparency on
the association’s financial
standing and expenditures.

Brunei Cyber Security
Association 1st Annual General
Meeting 2025

Here in this photo are the newly
elected Vice Presidents,
Secretary, and Assistant
Secretary of the Brunei
Cybersecurity Association
(BCSA) for the 2025/2026 term. 
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Authority for Info-communications
Technology Industry: Personal Data
Protection Sprint

On 28th February 2025, AITI
and BCSA jointly hosted the
Personal Data Protection Sprint
(PDPS) at JHotel Kiulap, a half-
day event designed to help
private companies and small to
medium businesses in Brunei
learn about the Personal Data
Protection Order (PDPO) law.
The event featured a simple
exercise to explore PDPO rules,
friendly group discussions on
data protection issues, and team
challenges where participants
applied PDPO concepts to
everyday scenarios. It was a
great opportunity to network,
share ideas, and learn how to
safeguard personal data.

@bcsa.bnpksbrunei@gmail.com +673 8382272www.bcsa.bn

https://www.instagram.com/bcsa.bn?igsh=MTh2MDlxYmtkMmJrdA==
https://www.bcsa.bn/


@bcsa.bnpksbrunei@gmail.com +673 8382272www.bcsa.bn

On 20th January, BCSA hosted
an online session via Google
Meet to introduce the
organization to both members
and the public. The session was
presented by BCSA President,  
Mohamad Azad Zaki bin Haji
Mohd Tahir, who provided an
overview of BCSA's
establishment and background,
highlighting its mission and role
in the cybersecurity community.
He also discussed key activities,
including past initiatives and
upcoming programs designed to
strengthen cybersecurity
awareness and expertise in
Brunei.

Introduction of Brunei
Cybersecurity Association

Before concluding the session, a
lively Q&A segment took place,
where participants actively
engaged with the President,
asking numerous insightful
questions. Topics ranged from
BCSA’s initiatives and
membership benefits to
upcoming training programs,
collaboration opportunities, and
the organization’s long-term
vision for cybersecurity in
Brunei. The discussion provided
valuable insights, allowing
attendees to better understand
how BCSA supports the local
cybersecurity ecosystem. 
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SEA CC ONLINE MEETING 
(COUNTRY ACTIVITY UPDATE)
Date: 7 March 2025 
Time: 2:00 PM
Venue: Virtual 
The online meeting aims to update the national community on recent
developments within the South East Asia Cybersecurity consortium. The
session will provide insights into ongoing initiatives,, collaborative efforts,
and strategic plans to strengthen cybersecurity resilience.

AJCCA ONLINE MEETING
Date: 7 March 2025 
Time: 3:00 PM
Venue: Virtual

Upcoming Events in March

CYBER SECURITY AWARENESS TALK AND
DISTRIBUTION OF ANTI-VIRUS TO PRIVATE SCHOOL
Date: 17 March 2025 
Time: 8:30 Am
Venue: Lecture Theatre 2, Sekolah Tinggi Perempuan Raja Isteri (STPRI)

The Brunei Cyber Security Association in collaboration with the
Department of Private Education (DPE), MOE Brunei conducted a
cybersecurity briefing for representatives from private schools. The
session introduced BCSA’s mission and initiatives, highlighting the
importance of using antivirus software to protect personal and
institutional devices from cyber threats. To support this effort, BCSA
distributed Trend Micro antivirus license keys to the attending school
representatives for use on personal devices. This initiative aims to
strengthen cybersecurity awareness and protection within the private
education sector.
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Join Our Membership!

Register your interest here!
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Membership Benefit for You!

For more information, check our website here

As a BCSA member, you are eligible to claim one (1) license key,
Providing you with a one-year subscription to Trend Micro Maximum
Security. 

How to Claim Your License Key:
1. Create a Trend Micro Account

Please create a Trend Micro account before proceeding:
Trend Micro Account Setup.

2. Fill Out the Claim Form
After creating your account, click the link below to fill out the
required details. 

[Claim Your Free Antivirus License from this Form]

3. Receive Your Activation Key
Once your details are submitted, we will email you the
activation code along with easy-to-follow instructions to
activate your antivirus software.

Important Notes:
Use the same email address in the form as used for your
Trend Micro account.
This license is for personal use and must be activated on
your personal devices.
Activation must be completed by August 30, 2025.
Each key can protect up to three devices, including mobile
security for Android and iOS.
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For more information, click here

Since 2009, the Association of Information Security
Professionals (AiSP) has developed the Information
Security Body of Knowledge (IS BOK) to support
professionals in building and updating their
expertise. The latest BOK 2.0 aligns with Brunei’s
cybersecurity landscape, referencing the Skills
Framework for Infocomm Technology. Continuously
evolving, it prepares professionals for industry
applications and is covered in the NICF – AiSP
Qualified Information Security Professional (QISP®)
Course.

Preorder IS-BOK 2.0
Information Security Body of
Knowledge Published by AiSP
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