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HAPPENING IN MARCH:

* New Executive Committee of Brunei Cybersecurity
Association 2025/2026

* SEACC Online Meeting

* Cyber673 Session #5

* Cybersecurity Awareness Talk and Distribution of Anti-
Virus to Private School

* BCSA Executive Committee 25th Meeting

* Enactment of Personal data Protection Order 2025

e CISO Lounge

* Threat Intelligence Report: Web Defacement and Data
Theft Targeting Government Welbsites in Indonesia

ANNOUNCEMENT!

We are excited to share that the Brunei Cyber
Security Association (BCSA) has moved to a new
official website!

&) NEW WEBSITE https://www.bcsa.bn

https://www.pksbrunei.org

@ OLD WEBSITE :
(no longer in use)

Please update your bookmarks and visit our
website for the latest updates and events!
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[Danial Asyraf]

SEACC Online Meeting
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The online meeting serves to
update the national
cybersecurity community on
recent developments, ongoing
initiatives, and strategic
collaborations within the
Southeast Asia Cybersecurity
Consortium (SEACC). It follows
up on the physical meeting held
in Brunei during CySec 2024,
maintaining the momentum of
regional cooperation in
cybersecurity. Hosted by the
Brunei Cyber Security
Association (BCSA) and
moderated by its Vice

The meeting provides a platform
for countries to report on
cybersecurity activities and
progress made from October
2024 to March 2025, while also
outlining their upcoming
initiatives for the rest of the
year. These plans include
conferences, workshops, training
programs, policy development,
and joint projects. The session
not only promotes stronger
collaboration but also
encourages the exchange of best
practices and shared responses
to emerging cyber threats.

President, Hakim Bakri, the Looking forward, Cambodia has
session brings together key been designated as the host for
representatives from Brunei, all SEACC meetings in 2025,
Singapore, Malaysia, Indonesia, reinforcing continuous
Cambodia, the  Philippines, engagement and regional
Vietnam, Myanmar, and commitment to cybersecurity
Thailand to share their national advancement.

updates and plans.
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[Cyber673]

Cyber673 Session #5

The Cyber673 sessions in March covered a range of cybersecurity
topics, blending theoretical knowledge with practical, hands-on

experience.

Held during Ramadhan, focused
on enhancing cybersecurity
awareness and practical
application. The session
featured two distinct talks,
beginning with "Cyber Threat
Intelligence (CTI)" by Rabbani
A, which provided a
foundational understanding of
CTI programs, outlining their
core principles and processes.
Following this, Izdihar
presented "Defend Your Org," a
talk specifically tailored to
provide practical cybersecurity
guidelines  for Small and
Medium-sized Enterprises
(SMEs).

The presentation centered
around the NIST Cybersecurity
Framework (CSF) 2.0, offering
attendees a structured approach
to organizational defense.

The session concluded with the
inaugural "SahurCTF," a Capture
The Flag competition created to
reinforce the defensive
cybersecurity concepts covered
in Izdihar's talk. This hands-on
element allowed participants to
directly apply their newly
acquired knowledge in a
simulated environment.

WWWw.bcsa.bn

@ pksbrunei@gmail.com

@bcsabn (W) +673 8382272


https://www.instagram.com/bcsa.bn?igsh=MTh2MDlxYmtkMmJrdA==
https://www.bcsa.bn/

BRUNEI
CYBERSECURITY
ASSOCIATION

[Pg Farid Aziz]

Cybersecurity Awareness Talk
and Distribution of Anti-Virus to

Priva School

- - A

On 17 March 2025, the Brunei
Cybersecurity Association
(BCSA), in collaboration with
the Department of Private
Education (JPS), held a
ceremony at STPRI to officially
hand over Trend Micro antivirus
licenses to bolster
cybersecurity in Brunei's
academic institutions.

The licenses were part of Trend
Micro’s CSR initiative, following
their donation of 15,000 licenses

at the Brunei Cybersecurity
Conference (CySec) in
September 2024—10,000 for
educational institutions and

5,000 for SMEs.

The event was attended by
representatives from 94 private
educational institutions, along
with BCSA and JPS officials.

The event highlighted BCSA’s

efforts to promote
cybersecurity in  education
through opening remarks by
Mohamad Azad Zaki bin Haji
Mohd Tahir, President of BCSA;
a cybersecurity awareness
session on current threats and
preventive measures by
Mohammad Zulfadly bin Awang
Haji Ismail, Executive
Committee Member of BCSA and
member of ANAK IT BN; and the

distribution of antivirus
licenses led by Mohammad
Hakim bin Haji Bakri, Vice
President of BCSA. The
initiative reflects BCSA’s
ongoing commitment to
enhancing Brunei’s digital

safety and encourages wider

community  participation in
strengthening cybersecurity
awareness.
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[Danial Asyraf]

Brunei Cyber Security
Association Executive Committee

25th Meeting

Hajah Rohani Haji
-‘

PM 1st BCSA Exco Meeting 25/26

The BCSA Executive Committee
held its 25th meeting on Friday,
28th March 2025, from 2:00 PM
to 3:30 PM via Google Meet. The
session brought together key
leaders to review and strategize
across several core areas.
Discussions included a
postmortem of the Annual
General Meeting (AGM),
updates to the organizational
chart, and insights from the
recent Global ACE Body of
Governors (BoG) Meeting.

Saedah Hasnal

The committee also addressed
membership matters, upcoming
awareness initiatives, and the
Ladies in Cyber (LIC) program.
In addition, planning for CySec
2025 and BCSA’s participation in
the Brunei Mid-Year Conference
and Exhibition (MYCE) were
highlighted as key agenda items.
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Enactment of Personal Data
Protection Order 2025

The Personal Data Protection Order (PDPO) 2025 was enacted on
January 2025, which establishes the legal framework for the
governance and regulation of personal data handling within the
private sector.

The Authority for Info-communications Technology Industry of
Brunei Darussalam (AITI) is the Data Protection Authority
respondible to administer and enforce the Order

AITI has initiated various awareness campaigns and capacity building
programmes to current and future Data Protection Officers. It is
hoped that organisations achieve a thorough understanding of the
PDPO and implement necessary measures during the designated
sunrise period prior to its enforcement.

Organisations are encouraged to adopt best practices in personal
data management and to appoint a Data Protection Officer.

For more information, it can be accessed on https://pdp.aiti.gov.bn
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CISO Lounge

3 Simple Habits to Strengthen Your Organization’s Cybersecurity Posture

Cyber threats are evolving, but sometimes, the best defenses are simple,
consistent practices. Here are three easy-to-implement habits that can
significantly reduce your organizational cybersecurity risk:

e Enable Multi-Factor Authentication (MFA) Everywhere
o MFA blocks 99% of automated attacks. Ensure its enforced for all
critical systems, such as email, VPNs, and cloud apps and privilege
accounts. If MFA isn’t an option, require strong, unique passwords.

e Patch Promptly (Especially for Known Vulnerabilities)
o Many breaches exploit unpatched systems. Automate updates
where possible and prioritize critical patches (e.g., zero-days). A
well-managed patch cycle closes easy attack avenues.

e Conduct Regular Phishing Simulations
o Human error is a top cause of breaches. Monthly phishing tests
(with training for failures) keep employee’s alert. Report suspicious
emails? Celebrate that—it means awareness is working!

Small, consistent actions create a resilient security culture. What’s one
habit your team can commit to this month?
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Threat Intelligence Report:

Web Defacement and Data Theft
Targeting Government Websites
in Indonesia

THREAT INTELLIGENCE

On February 11, 2025, the official website of Indonesia’s Attorney
General’s Office (kejaksaan.go.id) suffered a significant cybersecurity
breach. The attackers, identifying themselves through Instagram handles
@unrooter.id, @raja jawal9xx, and @fablo kecil, defaced the site and
claimed to have exfiltrated sensitive information. Allegedly compromised
data includes personal details, case files, and health records of
prosecutors and staff. A public statement from the perpetrators
threatened further data exposure. This incident underscores ongoing
vulnerabilities in government digital infrastructure and reinforces the
urgent need for enhanced cybersecurity measures.

Check here for more information
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Upcoming Events in April

AJCCA BOARD MEETING

Date: April 2025
Venue: Virtual

CYBER SECURITY AWARENESS TALK AND
DISTRIBUTION OF ANTI-VIRUS TO UNNISA AND JPMC

Date: April 2025

The session introduced BCSA’s mission and initiatives, emphasizing the
importance of using antivirus software to protect personal and
organizational devices from cyber threats. To support this effort, BCSA
distributed Trend Micro antivirus license keys to attendees for use on their
personal devices. This initiative aims to promote greater cybersecurity
awareness and enhance digital protection across the wider community.

2ND LADIES IN CYBER 2025

Date: 18 April 2025
Time: 8:30 AM - 4:00 PM
Venue: Laksamana College of Business

This event empowers women in cybersecurity by fostering networking,
collaboration, and knowledge sharing, helping participants grow and stay
ahead in the field.

RSVP here for: CTF & Ladies In Cyber
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Upcoming Events in April

BCSA HARI RAYA GATHERING

Date: April 2025
Time: 2:00 PM

Venue: TBC

BCSA will be hosting a Hari Raya gathering with its members to celebrate
the festive season. The event aims to bring everyone together for a joyful
time of food, conversation, and community, strengthening connections
within the cybersecurity network.

CYBER673 SESSION #6
WEB SECURITY

Date: 23 April 2025

Time: 7:30PM
Brunei

Venue:
Anggerek

Cyber673 is a group of cybersecurity enthusiasts
dedicated to sharing knowledge and enhancing

Innovation Lab,

KHUB Building,

local capabilities in both offensive and defensive

cybersecurity.

cyber673 meetup session

( TALK: WEB SECURITY )
x

WORKSHOP & CTF

WEDNESDAY APRIL 23" @ 7:30PH
BRUHEI THHOUATIOH LAB, KNOWLEDGE HUB
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ecsal
Brunei Cyber Security

Association Overseas Learning
Journey 2025 to Malaysia

! v

AS LEARNING JOURNEY 2025

Calling All Cybersecurity

Enthusiasts!

Are you passionate about cybersecurity? @
This is YOUR opportunity! ﬁ

[
|1’1’|m1’f1‘. |
—

OVERSE

Date: . Ogen to:
h - mard 20 Students & 3 Lecturers
18t 23 May 2025 - (First come, first served!)

Destination: . I
Kuala Lumpur, Malaysia Reglster NOow:.

A

v/ Exclusive visits to Cyber ot
Security Malaysia, NACSA, - E

Telekom Malaysia L—Sudh' ')
e
v/ Networking opportunities I I:r'.a oy B
with cybersecurity =1 [t B
professionals & tech leaders e =
« Sultnezl experiences ks https://tinyurl.com/OLJMalaysia2025
: Scan QR code or use the link
gg?ggg to represent Brunel Terms and Conditions apply

For more information, contact us at:
pksbrunei@gmail.com @ +673 838 2272
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Join Our Membership!

PROFESSIONAL / FELLOWSHIP: BND45

BENEFITS
s Exclusive access to resources, events, and recognition
* Mentorship and leadership opportunities
* Get discounts on training programs
e Advance your career with our high-level network
REQUIREMENTS
» EXPERIENCE: Minimum three (3) years of experience in relevant fields with a recognized
degree OR five (5) years of experience with a non-related degree or no degree.
e CV SUBMISSION: Required.
» PROFESSIONAL INVOLVEMENT: Demonstrates significant engagement in information
security or related areas.
« COMMITTMENT: Must adhere to a code of conduct and actively participating in BCSA
activities.

ORDINARY: BND30

BENEFITS

* Access to a wealth of resources and professional development opportunities
= Discounts on training and certifications
* Be represented in industry and government forums

REQUIREMENTS
+ EXPERIENCE: Minimum one (1) year of experience in relevant fields with a recognized
degree OR three (3) years of experience with a non-related degree or no degree.
¢ CV SUBMISSION: Required.
« COMMITTMENT: Must adhere to a code of conduct and actively participating in BCSA
activities.

AFFILIATE: BND20

BENEFITS

s Connect with industry professionals and explore partnerships
e Get discounts on training programs
= Your voice in the cybersecurity landscape

REQUIREMENTS
¢ INTERESTS: Open to individuals who are passionate about cybersecurity, regardless of
their formal background in the field.
» COMMITTMENT: Encouraged to engage in BCSA events and activities to deepen their
knowledge and involvement.

STUDENT: BND15

BENEFITS

Access to essential resources and networking events
Exclusive discounts on training and certifications

Get discounts on training programs

Mentorship and career development opportunities

REQUIREMENTS
o ELIGIBILITY: Open to any students currently enrolled in an educational institution with
a valid student status.
» COMMITTMENT: Encouraged to engage in BCSA events and activities to deepen their
knowledge and involvement.

Register your interest here!
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Membership Benefit for You!

As a BCSA member, you are eligible to claim one (1) license key,
Providing you with a one-year subscription to Trend Micro Maximum
Security.

How to Claim Your License Key:
1. Create a Trend Micro Account
e Please create a Trend Micro account before proceeding:
Trend Micro Account Setup.

2. Fill Out the Claim Form
e After creating your account, click the link below to fill out the
required details.
[Claim Your Free Antivirus License from this Form |

3. Receive Your Activation Key
e Once your details are submitted, we will email you the
activation code along with easy-to-follow instructions to
activate your antivirus software.

Important Notes:

¢ Use the same email address in the form as used for your
Trend Micro account.

e This license is for personal use and must be activated on
your personal devices.

e Activation must be completed by August 30, 2025.

e Each key can protect up to three devices, including mobile
security for Android and iOS.

For more information, check our website here
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Preorder Brunei Cybersecurity
Association Polo-Shirt

BRUNEI CYBERSECURITY

ASSOCIATION

Type Sizes Price (BND)
XS - 2XL $20
Short Sleeve 3XL $21
4XL $22
XS - 2XL $22
Long Sleeve 3XL $23
4XL $24

Preorder here
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Preorder IS-BOK 2.0

Information Security Body of
Knowledge Published by AiSP

v

Information Security Body-of-Knowledge (1S-BOK 2.0)

DOMAIN TOPICS

Governance and Management - Information Security Concepts and Principles
- Information Security Governance

Information Security Risk Management

IS-BOK 2.0 - Information Security Management
Physical Security, Business - Physical and Environmental Security
3 h - Continuity & Audit - Business Continuity Management
lNFOﬁ'ﬂA‘T'ON SEEU ITY - Information Systems Audit
ny afir® Security Architecture & - Cryptography
;——RQIS{Y'D'F KNOWLED(&"» Engineering - Security Architecture
o iy Y - Security Engineering Life cycle
fhon, \ Operation & Infrastructure - Operations Security and IT Service Management
W | Security - Infrastructure Security
Identity and Access Management (IAM)
Malware

- Security Log and Event Management

- Security Incident Management

Software Security - Secure Software Development Life cycle

- Development Security Operations (DevSecOps)

- Cloud-Native Application Security

Cyber Defence - g::.:;;h;i !‘:IT::IIigenca

- Red Team Blue Team
Since 2009, the Association of Information Security
Professionals (AiSP) has developed the Information
Security Body of Knowledge (IS BOK) to support
professionals in building and updating their
expertise. The latest BOK 2.0 aligns with Brunei’s
cybersecurity landscape, referencing the Skills
Framework for Infocomm Technology. Continuously
evolving, it prepares professionals for industry

applications and is covered in the NICF - AiSP
Qualified Information Security Professional (QISP®)
Course.

For more information, click here
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