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HAPPENING IN JUNE:

e Brunei Cyber Security Association Executive Committee 27th
Meeting

e Cybersecurity Awareness Talk and Distribution of Anti-Virus for
SMEs at DST InnoLab

e Cybersecurity Awareness Talk and Distribution of Anti-Virus to
Cosmoypolitan College

e Cybersecurity Awareness Talk and Distribution of Anti-Virus to
JPMC College of Health Sciences

e cyber673: PWN with Workshop and cyber673 Session #8:
Hacking Devices Showcase

ANNOUNCEMENT!

We are excited to share that the Brunei Cyber
Security Association (BCSA) has moved to a new
official website!

&) NEW WEBSITE https://www.bcsa.bn

https://www.pksbrunei.org

@ R (no longer in use)

Please update your bookmarks and visit our
website for the latest updates and events!
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Brunei Cyber Security
Association Executive Committee
28th Meetmg

The Brunei Cyber Security
Association (BCSA) convened its
27th Executive Committee
(Exco) Meeting on 16th June
2025, from 7:00 PM to 9:00 PM
at Coco Café, Batu Bersurat.
The meeting was attended by 21
Exco members and was
primarily focused on
preparations for the upcoming
CySec Conference 2025. Led by
BCSA President Zaki Tahir, the
session covered key plans and
proposals for the event. It was
collectively agreed that CySec
2025 would be held at Setia
Point, Berakas, on 3rd and 4th
September 2025.

[Nabilah Salihin]

Key agenda items discussed
included the CySec Security
Awards, Appreciation Night, hall
layout, and participation
packages such as sponsorships,
workshops, and vendor booths.
The committee also confirmed
Progresif Event as the official
ticketing platform and finalized
decisions on email, doorgifts,
and social media design. An

immediate action was the
assignment of roles and
responsibilities to Exco
members to support smooth

event planning.
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Cybersecurity

[Danial Asyraf]

Awareness Talk

and Distribution of Anti-Virus

On 17*" June, In collaboration
with DST InnoLab, the Brunei

Cyber  Security  Association
(BCSA) successfully conducted
a Cybersecurity Awareness Talk

for small and medium
enterprises (SMEs) in Brunei
Darussalam. The session
featured a keynote by Mrs.
Izuana  Ayob, IT  Security

Awareness Trainer from Cyber
Security Brunei (CSB), who
presented “Cybersecurity 101"—
covering essential cyber
concepts, evolving threats, and
practical security measures
tailored for SMEs. BCSA also
shared its ongoing initiatives,
including the free distribution
of 5,000 antivirus licenses
donated by Trend Micro, to help
local businesses enhance their
digital protection.

for SMEs at DST InnoLab

The event aimed to raise
awareness of cyber risks
affecting SMEs, provide
practical knowledge for

business owners and employees,
and promote the use of free
tools available through BCSA’s
programs. BCSA extends sincere
appreciation to CSB for their
insightful contribution and to
DST InnoLab for hosting the

event. The enthusiastic
participation of SMEs
highlighted the growing

recognition of cybersecurity's
importance in the business
sector. As threats continue to

evolve, BCSA remains
committed to supporting
Brunei’s business community
through education,
collaboration, and future

outreach efforts.
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[Faiz zahari]

Cybersecurity Awareness Talk
and Distribution of Anti-Virus to

On 18th June 2025, the Brunei

Cyber  Security  Association
(BCSA) had the honour of
hosting a visit from
Cosmopolitan College,
comprising 20 final-year

students and two lecturers. I
had the opportunity to
introduce BCSA and present our
agenda for the day, which began
with a brief overview of the
association. This was followed
by a detailed presentation on

BCSA’s Mission, Vision,
Objectives, and major initiatives
since its establishment.

Alhamdulillah, the session was
well-received, with students
showing strong interest in key

programmes such as the
Overseas Learning Journey,
Ladies in Cyber, and other

youth-oriented activities.

Cosmopolitan College

BCSA OBJECTIVES

served as a
platform to raise awareness
about BCSA’s role within the
national cyber security
landscape and to promote
professional membership among
students. As part of our
outreach, complimentary
TrendMicro antivirus software
was distributed to the
attendees. We  hope this
initiative not only supports
their digital safety but also
sparks greater involvement in
the field of cyber security. BCSA
looks forward to future
collaborations with academic
institutions to inspire and
nurture the next generation of
cyber security professionals.

The visit also
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Cybersecurity

[Danial Asyraf]

Awareness Talk

and Distribution of Anti-Virus to

JPMC College of Health ﬁcences

Bandar Seri Begawan, 19 June
2025 - The Brunei Cyber
Security Association (BCSA), in
collaboration with cyber673,
successfully conducted a
Cybersecurity Awareness Talk
at JPMC College of Health
Sciences, engaging 132 students
and academic staff. The session,
led by cybersecurity advocate
Izdihar Sulaiman, focused on the
importance of cyber hygiene,

antivirus protection, and
safeguarding patient data—
especially crucial for those

entering the healthcare field.
Participants were also
introduced to BCSA’s mission
and initiatives to involve more
students, educators, and
institutions in the nation’s
cybersecurity development.

i
I-Irl -

In support of national cyber
safety efforts, BCSA is currently

distributing 10,000 antivirus
licenses—sponsored by Trend
Micro under its CSR initiative—
through  the  Ministry  of

Education, benefiting  both
students and teachers. This
follows the momentum from

CySec 2024, where a total of
15,000 licenses were secured for
public distribution. The event
concluded with a Q&A session,
certificate presentations, and a
token of appreciation to the
speakers by Ms. Ju Mallari. BCSA
remains committed to building a
cyber-aware generation and
continues to welcome
collaboration across
government, industry, and the
education sector.
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[cyber673]

Cyber673: PWN with Workshop
and Session #8: Hacking devices

Showcase

On 21%¢ June, cyber673
collaborated with RE:HACK (a
cybersecurity community from
Malaysia) to deliver their
Introduction to Pwn and
Memory Forensics workshops.
Delivered by University
students who was part of the
team that represented Malaysia
in ASEAN Cyber Shield CTF.
Irfan (@capang) delivered the
Pwn workshop and covered the
basics of the stack and how
return oriented programming
(ROP) buffer overflows work,
then followed by Nik Amir
(@ymiir) shared how to run a
digital forensics on memory
artefacts and how to wuse
MemprocFS for quick wins.

On 25" June, this is a chill
meetup where we showcased
the different devices that are
used in security assessments

such as the USB Ninja,
Proxmark, FlipperZero, and
more. We shared how these
devices are utilized in
adversarial simulations (based
on online resources) and gave
the participants a chance to try
out themselves. We setup tables
that showcases RFID devices,
Wifi Hacking devices,
Lockpicking and BadUSB
devices. Attendees could roam
around, inquire and test the
devices.
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Upcoming Events in July

AJCCA BOARD MEETING
Date: 7 July 2025

This annual gathering brings together member association representatives
to exchange insights and discuss cybersecurity initiatives across the region.

28TH BCSA EXECUTIVE COMMITTEE MEETING

Monthly Executive Meeting of the Association, scheduled to take place on
may 2025. This meeting will bring together the executive committee
members to discuss key initiatives, strategic plans, and ongoing projects
shaping the future of our association.

CYBERG673 SESSION #9: INTRODUCTION LLM
HACKS AND MCPS

Date: 23 July 2025

Cyber673 is a group of cybersecurity enthusiasts dedicated to sharing
knowledge and enhancing local capabilities in both offensive and
defensive cybersecurity.

AJCCA BOARD MEETING, JAKARTA INDONESIA

This annual gathering brings together member association representatives
to exchange insights and discuss cybersecurity initiatives across the region.
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Cybersecurity Conference 2025

Conference

BRUNEL CYBER SECURITY CONFERENCE 2025

BEYOND PROTEGTION

EMPOWERING A CYBERSMART SOCIETY

COMING SOON!

The Brunei Cyber Security Conference (CySec) is Brunei's premier
cybersecurity event hosted by the Brunei Cyber Security
Association (BCSA) and Cyber Security Brunei (CSB), with the
support of the Ministry of Transport and Infocommunications
(MTIC). Since its launch in 2023, CySec has become the go-to
platform for cybersecurity leaders, professionals, and innovators
from Brunei, the region, and beyond.

What to Expect:
* Insightful talks from global experts
¢ Hands-on workshops & live demos
e Latest trends, tech, and strategies
e Networking with government, industry, academia & international
partners

Visit the CySec website at www.cysecbrunei.com for more details.

@ ww.cyséébrunei.com @ info@cysecbrunei.com
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Cybersecurity Conference 2025

@ Sec
Conference
BRUNELI CYBER SECURITY CONFERENCE 2025

BEYOND PROTECGTION

EMPOWERING A CYBERSMART SOCIETY
BRUNEI DARUSSALAM

CALLING FOR SPONSORS

Jom us as a sponsor and take your place at the forefront of
igital transformation. Brunei Cybersecurity Conference 2025
I brlng together innovators, leaders, and change-makers and

we want you to be part of it.

INTERESTED SPONSORS, VISIT

@ www.cysecbrunei.com ® info@cysecbrunei.com
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Be Smart. Be Safe.
Say No to Cyber Bullying

o bo Yol THINK YOU ARE? ;

Cyber bullying occurs when the Internet or
mobile phones are used to harm other
people in a deliberate, repeated, and
hostile manner. This includes
threatening, intimidating, harassing, or
causing embarrassment to the victim. It
often occurs in social networks, blogs,
through SMS, email or instant
messaging. In Brunei, it is commeon for
people to express their anger or
frustration through social networking
sites such as Facebook, Twitter and
MySpace. If these online posts are
directed at a specific person, it could
lead to cyber bullying.

Most cyber bullies are often motivated
by anger, revenge or frustration. Many do

it for their own entertainment or to get a
reaction.

IF YOU ARE BEING CVBER BULLIED

» Do not react to a bully. It might only
motivate them more.

= Do not reply to any messages from a

bully.

» |fyou are being cyber bullied by
someone on a social network, you can
“Block” or “Unfriend” them.

» |f you are being cyber bullied by phone,
you could change your phone number.

» Do not delete messages from a bully.
They can serve as evidence when you
lodge a report about the bullying.

» Report the bullying to your parents or
even to the police.

» Many social networking sites allow
users to report cyber bullying. For
example, you can report bullying on
Facebook's Help Center

Ateam under

CSB

BEST PRACTICES

» Be careful what photos and personal
information you post on the Internet.
Keep in mind that anything you post
might be seen by anyone in the world.

= If someone has posted something
negative about another person, do not
‘Like" the post. When you "Like" it. you
are supporting the bully's behaviour.
» Do not assume a picture of someone
you met online is real. Often, what you
see on the Internet or on social

networking sites is not true

uneicert

Report any Cybersecurity Incident here

@ www.bcsa.bn
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CERTIFIED INFORMATION
SECURITY MANAGER

20th - 24th October 2025

Elevate your career with our CISM preparation seminar! In
collaboration with the ISACA Local Chapter, we'll guide you
through all four essential domains of the CISM exam. Learn
from industry experts and gain the knowledge you need to
pass with confidence. Sign up now and become a Certified
Information Security Manager!

Special Offer: BCSA members save 15%
u Register or join BCSA to get your discount

Scan the QR Code to register!

o o
BRUNEI
ey [BEForul
ASSOCIATION International Business & Economic Forum
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LEVEL UP YOURIT CAREER
WITH SYNERGY SKILLS!

Are you ready to boost your professional skills and
get industry-recognized certifications? Join
SYNERGY Skills for a series of expert-led, hands-on
training programs in 2025! Whether you're starting
your IT journey or looking to advance to the next
level, we've got you covered.

Upcoming Training Programs for 2025:

COMPTIA A+ 16 Jun - 20 Jun

COMPTIA A+ 07 July - 11 July

COMPTIA NETWORK+ 30 Jun - 04 July

COMPTIA NETWORK+ 21 July - 25 July.

COMPTIA SERVER+ 28 July - 01 Aug.

COMPTIA SECURITY+ 04 Aug-08Aug.
COMPTIA A+ 06 Oct - 10 Oct

COMPTIA NETWORK+ 20 Oct -24 Oct

COMPTIA SECURITY+ 03 Nov-07Nov

Secure your spot early and elevate your skills with
one of Southeast Asia’s trusted training providers!

Register now : https://synergyskills.com/
For inquiries, email: info@synergyskills.com
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Preorder IS-BOK 2.0

Information Security Body of
Knowledge Published by AiSP

v

Information Security Body-of-Knowledge (1S-BOK 2.0)

DOMAIN TOPICS

Governance and Management - Information Security Concepts and Principles
- Information Security Governance

Information Security Risk Management

IS-BOK 2.0 - Information Security Management
Physical Security, Business - Physical and Environmental Security
3 h - Continuity & Audit - Business Continuity Management
lNFOﬁ'ﬂA‘T'ON SEEU ITY - Information Systems Audit
ny afir® Security Architecture & - Cryptography
;——RQIS{Y'D'F KNOWLED(&"» Engineering - Security Architecture
o iy Y - Security Engineering Life cycle
fhon, \ Operation & Infrastructure - Operations Security and IT Service Management
W | Security - Infrastructure Security
Identity and Access Management (IAM)
Malware

- Security Log and Event Management

- Security Incident Management

Software Security - Secure Software Development Life cycle

- Development Security Operations (DevSecOps)

- Cloud-Native Application Security

Cyber Defence - g::.:;;h;i !‘:IT::IIigenca

- Red Team Blue Team
Since 2009, the Association of Information Security
Professionals (AiSP) has developed the Information
Security Body of Knowledge (IS BOK) to support
professionals in building and updating their
expertise. The latest BOK 2.0 aligns with Brunei's
cybersecurity landscape, referencing the Skills
Framework for Infocomm Technology. Continuously
evolving, it prepares professionals for industry

applications and is covered in the NICF - AiSP
Qualified Information Security Professional (QISP®)
Course.

For more information, click here
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Nitro Security T-Shirt Order

Nitro Security 4YR T-Shirt

SECURITY

BND$27

Click here or scan the
QR Code to order
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Preorder Brunei Cybersecurity
Association Polo-Shirt

BRUNEI CYBERSECURITY

ASSOCIATION

Type Sizes Price (BND)
XS - 2XL $20
Short Sleeve 3XL $21
4XL $22
XS - 2XL $22
Long Sleeve 3XL $23
4XL $24

Preorder here
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Join Our Membership!

PROFESSIONAL / FELLOWSHIP: BND45

BENEFITS
s Exclusive access to resources, events, and recognition
* Mentorship and leadership opportunities
* Get discounts on training programs
e Advance your career with our high-level network
REQUIREMENTS
» EXPERIENCE: Minimum three (3) years of experience in relevant fields with a recognized
degree OR five (5) years of experience with a non-related degree or no degree.
e CV SUBMISSION: Required.
» PROFESSIONAL INVOLVEMENT: Demonstrates significant engagement in information
security or related areas.
« COMMITTMENT: Must adhere to a code of conduct and actively participating in BCSA
activities.

ORDINARY: BND30

BENEFITS

* Access to a wealth of resources and professional development opportunities
= Discounts on training and certifications
* Be represented in industry and government forums

REQUIREMENTS
+ EXPERIENCE: Minimum one (1) year of experience in relevant fields with a recognized
degree OR three (3) years of experience with a non-related degree or no degree.
¢ CV SUBMISSION: Required.
« COMMITTMENT: Must adhere to a code of conduct and actively participating in BCSA
activities.

AFFILIATE: BND20

BENEFITS

s Connect with industry professionals and explore partnerships
e Get discounts on training programs
= Your voice in the cybersecurity landscape

REQUIREMENTS
¢ INTERESTS: Open to individuals who are passionate about cybersecurity, regardless of
their formal background in the field.
» COMMITTMENT: Encouraged to engage in BCSA events and activities to deepen their
knowledge and involvement.

STUDENT: BND15

BENEFITS

Access to essential resources and networking events
Exclusive discounts on training and certifications

Get discounts on training programs

Mentorship and career development opportunities

REQUIREMENTS
o ELIGIBILITY: Open to any students currently enrolled in an educational institution with
a valid student status.
» COMMITTMENT: Encouraged to engage in BCSA events and activities to deepen their
knowledge and involvement.

Register your interest here!
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Membership Benefit for You!

As a BCSA member, you are eligible to claim one (1) license key,
Providing you with a one-year subscription to Trend Micro Maximum
Security.

How to Claim Your License Key:
1. Create a Trend Micro Account
e Please create a Trend Micro account before proceeding:
Trend Micro Account Setup.

2. Fill Out the Claim Form
e After creating your account, click the link below to fill out the
required details.
[Claim Your Free Antivirus License from this Form |

3. Receive Your Activation Key
e Once your details are submitted, we will email you the
activation code along with easy-to-follow instructions to
activate your antivirus software.

Important Notes:

e Use the same email address in the form as used for your
Trend Micro account.

e This license is for personal use and must be activated on
your personal devices.

e Activation must be completed by August 30, 2025.

e Each key can protect up to three devices, including mobile
security for Android and iOS.

For more information, check our website here
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