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ANNOUNCEMENT!

We are excited to share that the Brunei Cyber
Security Association (BCSA) has moved to a new

official website!

Please update your bookmarks and visit our
website for the latest updates and events!
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The workshop emphasized
practical, action-oriented
problem solving through “Strike
Teams,” where participants
developed and presented real-
world solutions during an
intensive solution sprint.
Through this experience, the
Bruneian participants gained
deeper insights into regional
cyber threats, built strong
professional networks across
ASEAN, and acquired practical
frameworks that can be applied
locally, contributing to stronger
national cybersecurity
resilience for Brunei.

Three Bruneian cybersecurity
professionals—Rahman Harith
(Cybersecurity GRC,
Darussalam Assets Sdn Bhd),
Haziq Halidi (Assistant Land
Officer, Ministry of
Development), and Saedah
Hasnal (Community Builder,
Women in Cybersecurity
Brunei)—represented Brunei at
the YSEALI CyberSafe ASEAN
2026 workshop in Jakarta from
26–31 January 2026. They joined
young leaders and experts from
across Southeast Asia in high-
level discussions at the ASEAN
Secretariat, focusing on
strengthening regional
cybersecurity cooperation and
addressing the growing
challenge of cross-border online
scams and cyber threats.

[Saedah Hasnal]

Bruneians Represent Nation at
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CTF101 #1: ezctf, was held on
29th January 2026 at 730PM.
During the event, Hafiz also
shared technical research into
latest scam tactics where
scammers shared APK files.
Hafiz demonstrated how to
reverse engineer the APK file
and use GenAI to summarize the
findings. After that, Izdihar did
a quick share on how to use
Claude Code with its skills and
agents to solve the CTF. A total
of 12 participants joined the CTF
with Abdul Mujib being the
winner of the CTF.

Click here for future event
details

[cyber673]

CTF101 #1: ezctf

CTF101 is a monthly/bi-monthly
online CTF that we run through
discord, the CTFs will feature
easy to solve challenges and
aims to prepare potential CTF
players for bigger CTF
competitions. CTF101 will also
be used to scout for potential
CTF players to send out for
regional competitions.
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A critical vulnerability (CVE-2026-0629) was discovered in TP-Link VIGI
surveillance devices, involving an improper authentication flaw that could allow
unauthorized access to administrator accounts and live camera feeds. While the
interface was designed for local access, research via Shodan showed that over
1,000 devices were publicly accessible, indicating a significant potential impact.
Following responsible disclosure, TP-Link promptly issued a security advisory and
released patched firmware for all affected devices. The case highlights the
importance of proactive security research, timely vendor response, and
collaborative vulnerability disclosure to prevent real-world cyber incidents.

Read the full article here
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Resecurity disclosed PDFSIDER in early 2026 as a newly identified
advanced persistent threat (APT)-style malware that exploits DLL side-
loading to achieve stealthy execution and bypass antivirus (AV) and
endpoint detection and response (EDR) tools. The malware masquerades
as the legitimate Windows cryptbase.dll, which is side-loaded by a
vulnerable signed binary, allowing it to deploy an in-memory backdoor.
Once active, PDFSIDER performs system reconnaissance, executes remote
shell commands interactively, and exfiltrates output covertly, while
incorporating anti-VM/sandbox evasion checks. Delivered primarily via
spear-phishing, the backdoor has already been observed in use by multiple
ransomware actors as an initial payload delivery mechanism, reflecting a
broader trend toward reliable, exploit-free execution techniques such as
DLL side loading over vulnerability exploitation. 

Click here to read more

Cyber Threat Intelligence Report 
PDFSIDER Malware Exploits DLL
Side-Loading to Evade AV and EDR
Defenses 
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Upcoming Events in February

HACK101 #1: NETWORKS

Date: 13  Februaryth

Time: 7.30 PM
Venue: Brunei Innovation Lab, Level 1, KHUB

This is an introduction level workshop in hacking network infrastructures.
Network VAPTs refers to assessing systems and infrastructure that
connecting and accessible through a network. In this session we will
cover the tools and techniques of testing your own network for
vulnerabilities!

Register here

AJCCA BOARD MEETING, KUALA LUMPUR

This annual gathering brings together member association
representatives to exchange insights and discuss cybersecurity initiatives
across the region.
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Report any Cybersecurity Incident here

Strong Passwords,
Stronger Protection
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Report any Cybersecurity Incident here

Be Smart. Be Safe. 
Say No to Cyber Bullying
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For more information, click here

Since 2009, the Association of Information Security
Professionals (AiSP) has developed the Information
Security Body of Knowledge (IS BOK) to support
professionals in building and updating their
expertise. The latest BOK 2.0 aligns with Brunei’s
cybersecurity landscape, referencing the Skills
Framework for Infocomm Technology. Continuously
evolving, it prepares professionals for industry
applications and is covered in the NICF – AiSP
Qualified Information Security Professional (QISP®)
Course.

Preorder IS-BOK 2.0
Information Security Body of
Knowledge Published by AiSP
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Click here or scan the 
QR Code to order

Nitro Security T-Shirt Order
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Type Sizes Price (BND)

Short Sleeve

XS - 2XL $20

3XL $21

4XL $22

Long Sleeve

XS - 2XL $22

3XL $23

4XL $24

Preorder here

Preorder Brunei Cybersecurity
Association Polo-Shirt
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Join Our Membership!

Register your interest here!
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